














Generic Technical Specifications of 24 Ports L3 Switch  

 

Form Factor 

19" Rack Mountable 

Architecture 

The switch should have sufficient RAM/DRAM/flash memory or more to support multiple  software 

images for backup purposes, log report and future scalability. 

The switch throughput of minimum 800 Gbps or more 

Traffic handling capacity should be minimum 650 Mpps 

The switch should have Redundant Power supply 

Should have minimum 100k IPv4, 50k IPv6 routes and 8k Multicast Routes 

All modules/ SFP, fan trays & Power supplies should be hot swappable 

Interfaces 

Should have Minimum 24 x 1/10 Gbps SFP from day 1 (loaded with 6X10G MM, 4X10G SM 
10km, 9X1G SM 10km, 5X1G RJ-45 SFPs) ** 

Should support minimum 2 x 40/100 Gbps Uplink Interfaces 

Protocols 

Should have SVIs, Routed-Layer-3 interfaces (with more than one IP address per port, per 
SVI), static routing, RIP, OSPF, OSPFv3, uRPF, VRRP, PBR, IP SLA/RPM or equivalent, PIM, PIM 

SSM, BGP, IS-IS 

Should support IEEE Standards 802.1D, 802.1s, 802.1w, 802.1x, 802.3ad, 802.1ae, 802.3x, 
802.1p, 802.1Q, 802.1ak, 802.1AB, 802.1ad, 802.1Q-Q, 802.3ab, 802.3z, 802.3ae 

Should support VRF-lite/VRF/virtual router 

Should support minimum 64K MAC Addresses and 4000 active VLANs 

Should Support Access List/Firewall Filters, QoS, Policy based routing, IPv6, SSHv2, SNMPv2c, 
SNMPv3, NTP, RADIUS and TACACS+, Jumbo frame.  

Switch should support high availability through Clustering/stacking of switches OR should 
support MC-LAG 

Security 

Should Support 802.1x authentication and accounting, IPv4 and IPv6 ACLs, Dynamic 

VLAN assignment and  MACSec-128 minimum on uplink ports. 

Should Support IP Source Guard, 802.1x, DHCP Option 82 or equivalent, Dynamic ARP 

Inspection (DAI), MAC Limiting, Sticky MAC or equivalent, Proxy ARP 

Should Support IPv6 Security IPv6 RA Guard, IPv6 DHCP Guard/DHCP snooping, IPv6 Neighbor 
Discovery Inspection and IPv6 Source Guard 

Should Support Telemetry & Visibility using Netflow/jflow/sflow, SPAN, RSPAN /Remote Port Mirroring 

Should support SDN functionality using open APIs/NETCONF/RESTCONF using YANG/XML data 

models for external tools to automatically provision network resources/configuration 

Should support QOS 802.1p class of service, marking, classification, policing and shaping and 

minimum eight egress queues 

The switch/ switch series should be EAL3/NDPP/NDcPP certified under Common Criteria 

Switch should support operating temperature ranging 0 (or lower) to +40 (or higher) degree 
centigrade, relative humidity: 10% to 85% non-condensing 

Warranty & Support 

5 year warranty & 7 years support from the date of delivery. ** 

 
**As per the requirement of Department. 



Generic Technical Specifications of 48 Ports L3 Switch  

 

Form Factor 

19" Rack Mountable 

Architecture 

The switch should have sufficient RAM/DRAM/flash memory or more to support multiple  software 

images for backup purposes, log report and future scalability. 

The switch throughput of minimum 1.3 Tbps or more 

Traffic handling capacity should be minimum 1000 Mpps 

The switch should have Redundant Power supply 

Should have minimum 100k IPv4, 50k IPv6 routes and 8k Multicast Routes 

All modules/ SFP, fan trays & Power supplies should be hot swappable 

Interfaces 

Should have Minimum 48 x 1/10 Gbps SFP from day 1 (loaded with 12X10G MM, 8X10G SM 
10km, 18X1G SM 10km, 10X1G RJ-45 SFPs) ** 

Should support minimum 2 x 40/100 Gbps Uplink Interfaces 

Protocols 

Should have SVIs, Routed-Layer-3 interfaces (with more than one IP address per port, per 
SVI), static routing, RIP, OSPF, OSPFv3, uRPF, VRRP, PBR, IP SLA/RPM or equivalent, PIM, PIM 

SSM, BGP, IS-IS 

Should support IEEE Standards 802.1D, 802.1s, 802.1w, 802.1x, 802.3ad, 802.1ae, 802.3x, 
802.1p, 802.1Q, 802.1ak, 802.1AB, 802.1ad, 802.1Q-Q, 802.3ab, 802.3z, 802.3ae 

Should support VRF-lite/VRF/virtual router 

Should support minimum 64K MAC Addresses and 4000 active VLANs 

Should Support Access List/Firewall Filters, QoS, Policy based routing, IPv6, SSHv2, SNMPv2c, 
SNMPv3, NTP, RADIUS and TACACS+, Jumbo frame. 

Switch should support high availability through Clustering/stacking of switches OR should 
support MC-LAG 

Security 

Should Support 802.1x authentication and accounting, IPv4 and IPv6 ACLs, Dynamic 

VLAN assignment and       MACSec-128 minimum on uplink ports 

Should Support IP Source Guard, 802.1x, DHCP Option 82 or equivalent, Dynamic ARP 

Inspection (DAI), MAC Limiting, Sticky MAC or equivalent, Proxy ARP 

Should Support IPv6 Security IPv6 RA Guard, IPv6 DHCP Guard/DHCP snooping, IPv6 Neighbor 
Discovery Inspection and IPv6 Source Guard 

Should Support Telemetry & Visibility using Netflow/jflow/sflow, SPAN, RSPAN /Remote Port Mirroring 

Should support SDN functionality using open APIs/NETCONF/RESTCONF using YANG/XML data 

models for external tools to automatically provision network resources/configuration 

Should support QOS 802.1p class of service, marking, classification, policing and shaping and 

minimum eight egress queues 

The switch/ switch series should be EAL3/NDPP/NDcPP certified under Common Criteria 

Switch should support operating temperature ranging 0 (or lower) to +40 (or higher) degree 
centigrade, relative humidity: 10% to 85% non-condensing 

Warranty & Support 

5 year warranty & 7 years support from the date of delivery. ** 

 
**As per the requirement of Department. 


