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The National Conference on Child Sexual Abuse Material (CSAM) was organized by
the National Human Rights Commission on 2-3 March, 2023 at Vigyan Bhawan, New
Delhi, in Hybrid Mode, to derive recommendations/ actionable points for policy makers,
intermediaries including content hosts, law enforcement agencies, etc., after having due
deliberations among the stakeholders. The list of participants is annexed.

2. In addition to the Inaugural and Valedictory Sessions, the Conference consisted of
panel discussions on various themes divided into five Technical Sessions as under -

Technical Sessions Themes

I CSAM: Understanding the Nature, Extent and Emerging Issues

II Legal Provisions Relating to CSAM: Addressing Gaps

III Role of Technology and Intermediaries in Prevention, Detection,
and Investigation of CSAM

v International Trends in Fighting CSAM

v Role of Enforcement Agencies and Cyber Forensics in Detection,
Investigation and Monitoring of CSAM: Challenges and Solutions

The recommendations emanated from the Conference along with the suggestions emerging
on the sidelines of the formal communications on the role of various stakeholders including
intermediaries will be considered by the Commission to be sent to the Government for
necessary action.

Day 1: 2"! March, 2023

Inaugural Session

3. On behalf of the Commission, Shri Devendra Kumar Singh, Secretary General,
NHRC, extended his warm welcome to the Chief Guest, Shri Kiren Rijiju, Hon’ble Minister
of Law and Justice, Mr. Justice Arun Mishra, Hon’ble Chairperson, NHRC, and other
dignitaries and participants of the Conference. SG stated that the objective of the Conference
is to have an open and constructive dialogue about the issue of production and distribution of
CSAM which adversely affects the human rights of children. He stated the rationale of using
a more victim-friendly term, CSAM, as against ‘child pornography’ since the latter
undermines the seriousness of the abuse from the child’s perspective. Lastly, he highlighted
that while a total of 969 cases pertaining to online transmission of CSAM were registered
with the National Crime Records Bureau (NCRB), many cases go unreported. The
advancement of technology has further made transmission of online CSAM a real global
threat and the same has become a full-time business. In this regard, it was hoped that the
Conference would be able to deliberate and identify challenges associated with the system
and further suggest measures to combat the same.



4. In his opening remarks, Shri Rajiv Jain, Hon’ble Member, NHRC, shared that the
idea of having a conference of concerned stakeholders had its genesis in his meeting with Mr.
Jirgen Stock, Secretary General, Interpol. He stated that NHRC had earlier organized a
Conference on CSAM which was attended by more than 100 participants and two advisories
on rights of children, including cyber exploitation had also been issued by the Commission.
He mentioned in brief about the international legal instruments protecting the rights of
children, viz., Geneva Declaration of the Rights of the Child, 1924, the International
Covenant on Economic Social and Cultural Rights (ICESCR), and the International Covenant
on Civil and Political Rights (ICCPR) in 1966, the Convention on the Rights of the Child,
1989, and its Optional Protocol in 2002.

5. Shri Rajiv Jain underlined the various legal and administrative measures undertaken
to address the proliferation of CSAM in India, including the recent amendments to the
Information Technology Act, 2000, that mandate the ‘significant social media intermediaries’
to take proactive measures to block CSAM content and the Memorandum of Understanding
(MoU) with NCMEC that allows the NCRB to access ‘Tipline Reports’ which are forwarded
to different state Police cybercrime units. Lastly, he exhorted all the stakeholders present in
the Conference to recommend steps on what more can be done to prevent, detect and
prosecute the offenders of CSAM.

6. Mr. Justice Arun Mishra, Hon’ble Chairperson, NHRC, welcomed the Chief
Guest, Shri Kiren Rijiju, Hon’ble Minister of Law and Justice and other dignitaries and
participants of the Conference. He stated that this year marks 75 years of Universal
Declaration of Human Rights (UDHR). He remarked that while the advent of Internet and
technology ensures transparency, rights and information, the same has also been misused to
infringe civil and human rights, including individual privacy. He noted with concern that 96
percent of cyberspace is dark web and according to the National Cyber Crime Reporting
Portal of the Ministry of Home Affairs, India is emerging as one of the most vulnerable
countries in the world. He highlighted the various means of dissemination and consumption
of CSAM which are via emails, messages, chat rooms and peer-to-peer networks and noted
with concern that online CSAM is one of the worst forms of child abuse that has a severe
psychological impact on children.

7. The Hon’ble Chairperson noted that cybercrimes like CSAM can be dealt effectively
through digital forensic development, education and training of investigating officers,
lawyers and judges. Lastly, he mentioned the various legal provisions for addressing CSAM
and the pivotal role played by the intermediaries, including Internet Service Providers for
prevention and distribution of CSAM. He ended by urging all the stakeholders to come
together and ensure a safe and secure digital world for children in the country.

8. The Chief Guest Shri Kiren Rijiju, Hon’ble Minister of Law and Justice, gave the
inaugural address. He commended the efforts of the NHRC for organising the conference on
a very relevant subject and expressed confidence that the Conference will make everyone
aware of their duties and responsibilities with respect to the necessary steps to be taken for
addressing CSAM. He stated that the society needs to go beyond the existing legal provisions
and the nation cannot celebrate any achievement if its women and children are not safe.



9. The Hon’ble Minister stated that while all crimes are bad, crimes against children are
difficult to digest. He urged everyone to be more responsive to the needs of the time and
assured that the Government will do everything to address the proliferation of CSAM. He
mentioned about the Fast Track Special Courts Scheme wherein 389 courts are exclusively
earmarked for speedy disposal of cases pertaining to rape and POCSO Act. Lastly, he stated
that India, as a democratic nation, has the means to deal with any challenge and everyone
should come together to fight this through on-ground implementation of legislative actions,
strengthening investigation agencies and forensic labs, organisation of similar events at the
state level and closer coordination between the Central and State governments as well as the
Judiciary and the Executive. He ended by reiterating that addressing sexual abuse against
women and children must be a priority for Government and civil society alike. Further, the
Ministry would not only cooperate with the Commission in the outcome of the Conference,
but also be a part of the team in dealing with the menace of CSAM.

10. Dr. D. M. Mulay, Hon’ble Member, NHRC, extended the vote of thanks to the
Chief Guest, Shri Kiren Rijiju, Hon’ble Minister of Law and Justice and other dignitaries and
participants of the Conference and summarized the points made by the speakers of the
Inaugural Session.

Technical Session 1: CSAM: Understanding the Nature, Extent and Emerging Issues

11. The session was chaired by Dr. D.M. Mulay, Hon’ble Member, NHRC.
Ms. Indra Mallo, Joint Secretary, Ministry of Women and Child Development,
highlighted the relevant provisions of the Constitution of India and various laws pertaining to
CSAM. She underlined the efforts of the Ministry to ensure justice to child victims including
establishment of Fast Track Special Courts, child helpline 1098, child friendly procedures
like interim compensation, speedy trial and appointment of support persons and para-legal
volunteers. In order to strengthen child protection in distressed situations and child welfare
initiatives, the helpline is being brought under the district administration and is also being
strategically integrated with Emergency Response Support System (ERSS). Further, in order
to ensure community engagement and assess vulnerability of children at the local level, the
Panchayati Raj Institutions (PRIs) are made a part of the Mission Vatsalya Guidelines. Lastly,
she highlighted the link between missing children and cases of child sexual abuse and
underscored the importance of encouraging mandatory reporting and higher conviction rate
of cases pertaining to child sexual abuse in creating deterrence.

12. Shri Vivek Gogia, Director, NCRB, explained the difference between CSAM and
‘pornography’ wherein the issue of consent does not arise in any case pertaining to material
depicting child sexual abuse. He stated that the data pertaining to CSAM, reported by NCRB,
may not reflect the total number of cases as the ‘Principal Offense Rule’ is followed for data
collection wherein legal provision pertaining to a more heinous crime will take precedence,
but there is an increasing trend in the number of cases reported owing to increased awareness
amongst Law Enforcement Agencies (LEAs), expansion of digital technology and
intervention by media/ civil society.

13. He mentioned about the MoU signed between NCRB and the NCMEC, USA, for
receiving tiplines pertaining to CSAM originating from India which are then shared with the



concerned states and UTs through the National Cybercrime Reporting Portal for further
action. Further efforts undertaken by NCRB on addressing online CSAM include creation of
a National Database of Sexual Offenders (NDSO) which is accessible to all LEAs for
antecedent verification, investigation and prevention of crime; the Investigation Tracking
System for Sexual Offences (ITSSO), developed for real time monitoring and management of
cases of rape and POCSO which had led to a tremendous increase in compliance and rate of
disposal of criminal cases registered under the POCSO Act in last two years; anonymous
reporting of content on the online portal; and the creation of the National Cybercrime
Training Centre (CyTrain) as a part of the Massive Open Online Courses (MOOC) platform
under the Indian Cyber Crime Coordination Centre (I4C) vision of the Ministry of Home
Affairs (MHA) that ensures capacity building of LEAs, prosecutors, and judges.

14. Major Vineet Kumar, Founder and President, CyberPeace Foundation,
highlighted the increase in volumes of CSAM being circulated on the surface web as well as
the dark web, including messaging and online gaming platforms. He explained the research
done by his organisation on exchange of CSAM on different messaging platforms. He
informed that CyberPeace had collaborated with various stakeholders to raise awareness and
educate people about different patterns and cases of CSAM through and an informal
Cooperation Council was set up to collaborate with neighbouring countries on cases of
CSAM and trafficking.

15. Shri O.P. Singh, CEQ, India Child Protection Fund, identified the three variables
pertaining to sexual abuse of children, viz., anti-social trait in the offender, a sexual interest in
children and situational factors like access to children. He explained the nature and various
forms of online child sexual abuse, viz., sextortion, grooming, self-generated live streaming
of CSAM. He noted that, with increase in number of active internet users, the extent of
problem had become truly alarming and accordingly identified various challenges and
suggestions in dealing with the same.

16. Ms Sunitha Krishnan, Founder, Prajwala, explained in detail the efforts undertaken
by her organisation in addressing circulation of online CSAM, including ‘shame the rapist’
campaign and filing a petition in the Supreme Court regarding circulation of objectionable
content online which opened a pandora’s box with respect to the extent and magnitude of
CSAM circulated in the country. She underlined the various legal and administrative
measures undertaken by the Government as a result of the petition. She also highlighted the
global nature of the problem of CSAM as well as profile of child victims of CSAM which
includes infants as young as one day babies, infants and toddlers and identified four verticals
of CSAM, viz., the child victim, the person generating the content, the person distributing the
content and platforms that enable distribution of CSAM. She noted with concern that the
profile of abusers varies from somebody who is known to the victim, minors, could be men or
women, paedophiles, etc. She lastly flagged the core issues in addressing CSAM and
suggested measures to combat the same.

17. Ms Uma Subramanian, Co-Founder and Director, Rati Foundation (formerly
Aarambh India Initiative), explained everyone about the working of the hotline launched by
them in partnership with the Internet Watch Foundation in 2016, to work with victims of
child sexual abuse. She shared factual data from another helpline service launched by Rati a



few months ago which indicates that 52 percent of the victims are confined to the five states
of UP, Maharashtra, Karnataka, Delhi and Rajasthan; 74 percent of victims are women and
girls with majority of them falling in the age group of 16-25. She highlighted the various
categories of CSAM reported and the trends in proliferation of CSAM which include material
created out of revenge and doxing, extensive grooming of child victims, and asymmetry in
control over data by the perpetrator.

18. Ms Vidya Reddy, Co-Founder, Tulir - Center for the Prevention and Healing of
Child Sexual Abuse, while appreciating the amendment of 2007 IT Act, which strengthened
the provisions for publishing or transmitting material depicting children, added that many
people face sexual violence while growing up and CSAM is perpetuating violence against
children. She highlighted that the police personnel are unable to decide the appropriate
Sections and hence in many cases the registered complaint fails to clearly present the nature
of the crime. She mentioned the challenges in prosecuting people watching CSAM and also
highlighted the issue of ‘sexting” among young generation and unavailability of laws in India
to govern this emerging issue. She proposed to have a specialized unit to deal with CSAM
and the trauma and impact on the mental health of officials investigating the CSAM cases.

19. Challenges/ Recommendations emanated from Technical Session I

i.  Use of end-to-end encryption services by messaging platforms makes it difficult for
LEAs to track and investigate cases pertaining to online CSAM.

ii.  Public reporting of circulation of online CSAM is low owing to which LEAs in India
are largely dependent on foreign agencies for requisite information. The National
Cybercrime Reporting Portal is not very effective in registering cases, responding,
and providing status update to NCRB.

iii. ~ We do not have a national database of CSAM with hash values of known CSAM
which can be blocked by intermediaries.

iv.  Identification of the victim is not accorded priority especially in cases wherein the
victim is too young to report.

v.  Our focus has largely been on the uploading and disseminating of CSAM and content
generation has not been addressed comprehensively.

vi.  Define clear protocols with executive orders for enforcement mechanism on dealing
with cases of CSAM.

vii.  Designing a uniform content on online safety which is customised for different
stakeholders and subsequently build their capacities.

viii.  Need to upgrade and provide specialized cutting-edge tools and capacity building
exercises. The courses on CyTrain portal need to be regularly upgraded with changing
technology. This would in turn require funding and cooperation with private sector
and civil society.

ix.  Collection and sharing of good practices followed across the globe.

Xx.  Technological methods like hotspot mapping, predictive policing, geographic
information system (GIS), and identity resolution can be used to identify repeat
offenders as they are large in number.

xi.  Use of monitored child-friendly SIMS and internet connection to prevent exposure of
children to age-inappropriate content.



xii.  Need to set up a task force with a Youth Advisory Council to provide inputs on the on-
ground situation.

Technical Session 11: Legal Provisions Relating to CSAM: Addressing Gaps

20. The session was chaired by Mr. Justice Arun Mishra, Hon’ble Chairperson,
NHRC. He highlighted various Constitutional and legal provisions pertaining to sexual abuse
and exploitation of children including Articles 23 and 45 of the Constitution of India, the
United Nations Convention on the Rights of the Child, 1989, the Budapest Convention,
Sections 67B, 67C and 79 of the Information Technology Act, 2000, Sections 14, 17 and 19
of the POCSO Act and Section 294 of the Indian Penal Code, 1860. He mentioned about the
directions issued by the Supreme Court regarding circulation of videos depicting child sexual
abuse in the case of Prajwala. Lastly, he requested the speakers to point out legal gaps and
identify the role of various stakeholders in filtering CSAM so that the issue may be
adequately addressed.

21. Ms N.S. Nappinai, Advocate, Supreme Court, stated that CSAM is a zero-tolerance
offense and addressing it cannot be simplistic or a ‘one size fits all” approach. She mentioned
about the ad-hoc committee set up by the United Nations Office on Drugs and Crime
(UNODC) to combat various transnational crimes including cybercrime issues. She also
stated that even though India did not sign up the Budapest Convention, we did adapt its
construct under Section 67B of the IT Act that in turn gave wide powers to the police for
combating CSAM. She stated that since CSAM is a borderless crime, it is essential that laws
are harmonized across multiple jurisdictions for better enforcement. Lastly, she noted that the
current process of addressing CSAM is mostly passive wherein content is taken down by the
intermediaries once it is identified.

22. Mr. Samir Dutt, Founder and CEO, ForensicsGuru.com, pointed out that the hash
values used by various LEAs for detection of CSAM are international hashes and there is a
lack of India based hash values. He also discussed the use of Artificial Intelligence to
establish the identity of perpetrators in CSAM and challenges in collecting forensic evidence
from deleted files. Lastly, he identified certain gaps in laws with respect to collection of
evidence and establishing the identity of perpetrators.

23. Shri Ranjan Dwivedi (Retd. IPS), Special Rapporteur, NHRC, shed light on the
limitations faced by the LEAs in enforcing laws including a greater focus on procedures as
against practicality. He highlighted the lack of focus on Indian languages vis-a-vis developing
cybercrime specific glossary. He also identified the liability of Internet Service Providers
(ISPs) under the various legal provisions dealing with CSAM in India.

24, Ms Puneet Bhasin, Advocate, highlighted the need to make children aware about the
risks associated with the use of internet as perpetrators of CSAM may not always be adults
and discussed the emerging forms of CSAM found in online games and digital avatars. She
identified three areas that need to be focussed upon while addressing CSAM viz. age of
criminality as with the changing times, digital technology is accessible to children now more
than ever; the issue of online gaming sex wherein digital avatars are used to sexually abuse
children online; and online trolling in the form of words/ comments on pictures of children.
She stated that the same would have been covered under Section 66A of the IT Act; however,
the provision was struck off and has not been replaced till date.
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25. Challenges/ Recommendations emanated from Technical Session 11

There is a need to determine the age of criminality and the just punishment associated
with the same that considers the sensitivity of a child who may be involved in the
creation of CSAM.

Criminalising trolling or writing comments on the pictures of young children which may
not be a part of graphic content, but, is still nevertheless sexually abusive.

With respect to criminalizing possession of CSAM, it is essential to determine the
quantity of data that needs to be stored in a device for it to be prosecutable owing to the
possibility of auto download or third parties dropping information into the devices.
Sexual abuse of children in online gaming needs to be classified as CSAM and
accordingly criminalized.

Mandate the presence of child mode features in all devices considering the misuse of
Incognito mode by children.

Destruction of data by the perpetrators before they are caught is a challenge as it then
becomes difficult to get clear hash values and it is not sure if segmented hashing of
deleted files is admissible.

Specific laws to make the preparatory process an offence in unambiguous terms.
Harmonization of laws across jurisdictions as CSAM might be created, uploaded, shared
and viewed from multiple jurisdictions.

Need to develop cyber security lexicon in languages other than English so that people are
well educated and aware of the same.

Use of Al/ fake profiles to depict itself as a child and trap potential perpetrators.

Technical Session I11: Role of Technology and Intermediaries in Prevention, Detection and
Investigation of CSAM

26. Shri Rajiv Jain, Hon’ble Member, NHRC (Chair of the session), welcomed the
members of the panel to share their views on the role of Intermediaries in implementing the
law and monitoring the proliferation of CSAM on their platforms.

27. Dr. Sanjay Bahl, Director General, Indian Computer Emergency Response Team
(CERT-In), Ministry of Electronics and Information Technology, explained the
advantages as well as the disadvantages of using internet and social media and highlighted
the need to use Artificial Intelligence in the Prevention, detection and investigation of CSAM.
He stated that today technology can be used to detect CSAM through image and video
analytics, machine learning and artificial intelligence. He identified 5 dimensions to mitigate
the challenges of CSAM viz. technology, the creation dimension, i.e., how to generate or
provide guidelines to label such content; the circulation dimension, i.e., platforms should
have detection capability of identifying such content, curtailing the speed of circulation, and
providing grievance mechanism; along with this, personal data should be considered part of
data as per the Data Protection Act; the audience dimension, i.e., media literacy and
awareness sector need to be addressed with reference to CSAM.

28. Shri Vivek Narayan, DDG (DS), Department of Telecommunications, Ministry of
Communications, highlighted the multidimensional nature of the issue of CSAM. He
explained the legal provisions pertaining to blocking of content by the Internet Service
Providers and noted with concern the large amount of time taken by ISPs in blocking the



content which renders it ineffective. He flagged the issue of modifying DNS server and IP
addresses by perpetrators in order to circumvent the law. Lastly, he assured that his
department will periodically review the role of ISPs in combating CSAM.

20. Shri Sanjeev Banzal, Director General, Education and Research Network
(ERNET), shared factual data and highlighted the threat posed by increased proliferation of
CSAM online through advancements in technology. He discussed various technological tools
and innovations that are being used to monitor and filter CSAM like PhotoDNA, hash
technologies, web crawlers, etc. He ended by urging the concerned stakeholders to work in
coordination and cooperation in a mission mode.

30. Shri Praveen Sharma, Vice President, Regulatory Affairs, TATA
Communications Limited, discussed the various legal, judicial, and administrative steps
taken by India for curbing the menace of CSAM and the recommendations of the Ad-hoc
Committee of Rajya Sabha to study the ‘alarming issue of pornography on social media and
its effect on children and society as a whole’. The role of Intermediaries in proactively
identifying CSAM, expeditiously removing content, reporting to the concerned authorities
and publishing privacy policy and user agreement for usage of computer resource by any
person was also discussed.

31. Ms Aparna Bhat, Advocate, Supreme Court, stated that social media platforms and
other intermediaries have become the new crime scenes in the digital age and intermediaries
must acknowledge that their spaces are being liable to be abused by perpetrators. She urged
them to treat LEAs and CSOs as allies and not enemies. She highlighted that intermediaries
often apply different standards in India as opposed to Europe and the US. She stated that if
intermediaries are so concerned about the right to privacy they should not sell their data for
advertising purposes. She highlighted the various steps taken by intermediaries to address
CSAM viz. in-app reporting mechanisms, developing, and sharing technology to detect
CSAM, etc. Lastly, various gaps in the response mechanism of intermediaries and
recommendations to address the same were discussed.

32. Mr. Joy Bandekar, Group President- Strategy and Planning, InShorts,
highlighted the challenges faced by law enforcement agencies to keep track of technology
and pointed out the difference in the market size, culture of India and countries abroad which
requires different strategies for addressing CSAM. He recommended storing of data of
individuals uploading content on social media to create deterrence and ease of investigations.

33. Ms. Anjali Hans, Senior Vice President, Regulatory & Corporate Affairs,
Vodafone India Limited, discussed the legal provisions of the IT Act and explained the
unified license issued to ISPs by Department of Telecommunications (DoT) that prohibits
carriage of objectionable obscene messages or communications in any form in the network,
and provides that once specific instances are reported to the licensee by the enforcement
agencies, or the licensor, the licensee shall take necessary measures to prevent carriage of
such messages in its network immediately. She stated that the role of ISPs is limited to data
transmission as they have no visibility or access to data flowing through their networks.

34, Challenges/ Recommendations emanated from Technical Session 111



i.  SMS to every mobile phone through Telecom Service Providers every quarter/ month
sensitising this issue with warning for violating law.

ii.  Integration of child helpline to single emergency number in addition to running ‘1098’
exclusive number (let 1098 continue in parallel).

iii.  Develop SOPs and checklist for all stakeholders like mobile operators, content
providers, ISPs, app developers, public broadcasters, app stores, etc. Take help of
UNICEF document.

iv. A centre called ‘Child Cyber Protection Centre’ can be setup which will be a single
point centre for collaborating with stakeholders, e.g. law makers, policy makers, tech
providers, Telecom and Internet Service Providers, etc.

v.  The chief information security officers of organizations also need to be sensitized to
proactively identify cases where CSAM is stored or accessed by using organizational
assets.

vi.  Funding R&D projects for developing tools and intelligent algorithms for analysis and
detection of CSAM.

vii.  Use of Al, for example, to alert a child if the person that they are chatting with online
is unlikely to be the one who they are claiming to be. Al can, in fact, analyze the use
of language to spot traits that indicate grooming, or identify when someone is using
anonymizing techniques like IP address masking, etc. Pop-up warning messages for
searches related to CSAM.

viii.  Recording and storing the data of individuals uploading content on social media
platforms as the same will act as deterrence and further make investigations easier.

ix. In-house complaint mechanisms of intermediaries must be robust, responsive and
time sensitive;

x.  Intermediaries must explore having partnerships in sharing CSAM information in the
same way they share data for advertising. Information sharing must be real time given
the nature of the problem.

xi.  End-to-end encrypted platforms must devise additional protocols/technology to
prevent circulation.

xil.  Quarantining posts to enable Al to detect CSAM before publishing must be made
mandatory.

xiii. ~ Age sensitive content on streaming platforms such as Netflix and social media
platforms like Twitter, Facebook etc. should be restricted for underage children.

Technical Session IV: International Trends in Fighting CSAM

35. Mr. Shombi Sharp, UN Resident Coordinator, United Nations India, chaired the
fourth technical session on international trends in fighting CSAM. He underlined the
importance of addressing CSAM in protecting the human rights of children and furthering
sustainable development. He highlighted WHO estimates according to which a billion
children, aged 2-17 years, have experienced physical, sexual, emotional violence and neglect
in past one year. Lastly, he highlighted that the incredible demographic dividend of India
makes it imperative that all sections of the society come together to create a safe and
nurturing environment for the youth, especially young girls and women.

36. Ms Soledad Herrero, Chief, Child Protection, UNICEF India, noted that India is
driving the technological expansion in the global south and beyond and the advancement of



technology brings along the expansion of opportunities as well as risks. She highlighted the
broad category of challenges faced by children online including sexual abuse and cyber
bullying and commended the role played by the LEAs in addressing CSAM in India.

37. Mr. Guillermo Galarza, Vice President, Partnerships & Law Enforcement
Training, International Centre for Missing and Exploited children (ICMEC), highlighted
the challenges faced by Law Enforcement Agencies (LEAs) in implementation of laws
including lack of technology and manpower to investigate cases. He pointed out the recent
trends in proliferation of CSAM through peer-to-peer networks and remarked that the focus
should be more on the aspects of prevention, education and awareness at all levels. Lastly, he
apprised every one of the efforts made by ICMEC in India towards addressing online CSAM
which include developing gap assessment and a specialist unit to combat online child sexual
exploitation to carry out effective investigations and save children from exploitation on the
internet and the dark web.

38. Ms Delali Mortty, Participation Manager, WeProtect Global Alliance, underlined
the need for meaningful participation of children and survivors in developing solutions as key
visionaries and as vital decision makers in addressing CSAM and discussed its four forms
viz. consultation with children, collaborating with them, instances where children are
producing work and where they are leading work themselves. She shared insights of the
mapping exercise of global initiatives of child participation wherein a majority of the
response mechanisms involved child survivors for consultation purposes and highlighted the
scope of collaborating with child victims of online sexual abuse.

39. Mr. Marco Teixeiria, Regional representative, United Nations Office on Drugs
and Crime (UNODC), South Asia Regional Office, delivered a pre-recorded video message
wherein he gave suggestions for addressing online CSAM which include creating risk
awareness, international cooperation through mutual legal assistance and rehabilitation of
victims of CSAM.

40.  Ms Priti Mahara, Terre De Hommes, Netherlands, advocated the concept of safety
by design that focuses on anticipating harms and preventive measures. She highlighted the
issue of lack of awareness and clear guidelines by the popular social media platforms using
Al to recommend cyber fights to strangers and emphasised on following a uniform definition
of a child as a person under 18 years of age and suggested addressing the issue as per the
gender and different needs of children. She discussed the study conducted in different
countries regarding potential intervention measures and their outcomes.

41. Ms Antara Singh, Office of the United Nations High Commissioner for Human
Rights (OHCHR), explained the mandate of the United Nations Special Rapporteur on the
sale and sexual exploitation of children which includes collecting best practices, gaps and
inputs from across the globe with respect to ways of combating CSAM. She highlighted the
gendered nature of child sexual abuse material as most of the victims of CSAM are young
girls and pointed out the lack of research on the online child sexual abuse of young boys
owing to limited awareness and stereotypes and suggested various legal and administrative
measures to prevent the proliferation of CSAM.

42. Challenges/ Recommendations emanated from Technical Session IV
i.  We need to build and invest in the digital empowerment of children



ii.  Domestic laws must ensure prosecution of perpetrators who are based out of the
country but involved in proliferation of CSAM with the country.

iii.  Provisions pertaining to institution of civil action for providing compensation to the
victims may be considered.

iv.  Data collection pertaining to CSAM should be in desegregated forms involving race,
gender, age, caste, ethnicity or other socio-economic parameters to dig deeper and
better understand the phenomenon.

v.  Credit card companies to apply technology for detection, blocking and alerting the
authorities of any transaction related to CSAM.

Day 2 : 3rd March, 2023

Technical Session V: Role of Enforcement Agencies and Cyber Forensics in Detection,
Investigation and Monitoring of CSAM: Challenges and Solutions

43. Smt. Sundari Nanda, Special Secretary, Internal Security, MHA, chaired the fifth
session. She stated that proliferation of CSAM is not an isolated law and order issue and is
rather connected to the development of the country and noted with concern that the scale of
online CSAM has been increasing at an alarming rate. She highlighted the efforts undertaken
by the Ministry of Home Affairs (MHA) to address the same which include the MoU signed
between the NCMEC and NCRB through which the cyber tipline alerts are given to NCRB.
Lastly, she discussed the methods used for automatic detection of CSAM, viz., the hash
matching technology as well as artificial intelligence and deep learning.

44, Mr. Rajesh Ranjan, Director (Government Affairs and Public Policy), Microsoft,
highlighted the efforts undertaken by Microsoft to minimize the menace of CSAM. He shared
the global survey of parents and children related to online safety. He stated that the survey
highlighted the kind of awareness that exists among children and parents with respect to the
use of online safety tools. The PhotoDNA tool developed by Microsoft for detection of
objectionable content was also discussed. He mentioned about the various initiatives taken by
Microsoft to address CSAM including technology coalition involving collective action,
information sharing, conducting research, developing technologies like video hashing, Project
Alpha. Lastly, he shed light on the privacy related concerns resulting from deploying
technology to monitor content online.

45, Dr. Beulah Shekhar, Chair Professor, National Forensic Sciences University,
Delhi Campus, suggested ways to strengthen the existing legal framework so as to
effectively address the menace of CSAM. She mentioned about the various digital forensic
tools for examination of evidence like the Brain Electrical Oscillation Signature’ (BEOS),
automated polygraph lie detector, layered voice analysis, etc.

46. Shri Viplav Kumar Choudhary, Joint Director, CBI, highlighted various
challenges based on his experience of dealing with cases relating to CSAM at CBI and
mentioned about the three basic forms of distribution of CSAM, viz., sharing of videos/
images, online grooming, and live streaming. He also highlighted the four categories of
offenders, viz., child abusers, producers of CSAM who film sexual acts with the minors,



distributors of CSAM and lastly, viewers of CSAM. He explained the various operations
conducted by CBI in order to identify the persons involved in the dissemination of CSAM,
viz., Operation Carbon launched in 2021 that led to the discovery of various web based
applications used for making payment for purchasing CSAM and various social media groups
created for sharing CSAM. He noted that the profile of perpetrators who possessed CSAM
inter alia included students, professionals, and software engineers. He stated that the
International Child Sexual Exploitation database (ICSE database) of Interpol is an important
tool for the identification of victims and the same has been used by CBI to conduct operations
in Chitrakoot, Chandauli and Goa.

47. Shri Harmeet Singh, Spl. DGP, Assam, highlighted the psychological impact of
proliferation of CSAM on the youth and emphasized upon the need of attitudinal change
focussing on an empathetic approach across all stakeholders. He pointed out the increased
instances of CSAM production in rural areas. Prolonged exposure to child sexual abuse
material affects the mental health of the investigator, he noted. Based on the data given by
NCMEC, he highlighted the limited role that Electronic Service Providers and Intermediaries
are currently playing in monitoring and reporting CSAM online and noted with worry that
Intermediaries take a lot of time in taking down reported content.

48. Ms Nishanthani, DIG, Kerala, presented the Kerela Model of LEAs in tacking
proliferation of CSAM in the state that includes law enforcement, engagement with
stakeholders, capacity building and empowerment of children, parents and teachers through
conducting raids and cyber patrolling and highlighted the various programmes launched by
Kerala police for empowerment of children and other stakeholders like the Kids Glove,
Koottu, D-Safe, COCON. She spoke about Mission Grapnel, a tool developed to empower
LEAs with cutting edge technology for detecting CSAM on the dark web. Lastly, capacity
building measures in partnership with international organizations like ICMEC were also
discussed.

49. Shri Manoj Abraham, Director, Vigilance and Anti-Corruption Bureau (VACB),
Kerala, further shed light on the efforts made by the LEAs in Kerala in addressing CSAM.
He stated that the Counter Child Sexual Exploitation (CCSE) Centre of Kerala Police is a
collaborative initiative of all stakeholders and highlighted the various tools used by the LEAs
for monitoring and investigation of CSAM cases like the Internet Crime Against Children-
Child Online Protective Services (ICACCOPS) that allows identification of IP addresses of
systems used for proliferating CSAM; the VIC Catalyst used for victim identification. He
underlined the need to crawl into the dark web networks where a large volume of CSAM is
circulated.

50. Smt. Shikha Goyal, Addln. DGP, Women Safety Wing, Telangana, underlined the
efforts undertaken by LEAs in Telangana for addressing CSAM and the challenges thereof
which include the establishment of She Cyber Labs to monitor CSAM activity, identifying
suspects in the related networks, cyber patrolling with cyber intelligence by developing Web
Application Firewall (WAF). She discussed the use of avatars by LEAs through fake profiles
to identify perpetrators of CSAM online and infiltrate networks hosting CSAM. She also
mentioned about sending BOTs to infiltrate the dark web accounts of suspects in order to
discover their true identities.



51. Shri Prashant Gautam, DCP, Cyber Cell, Delhi Police, highlighted the increasing
magnitude and severity of online CSAM and discussed various challenges and measures for
monitoring and detection of online CSAM that is generally shared via P2P networks, darknet,
Virtual Private Networks (VPN) and through E2EE services.

52. Shri R.K. Srivastava, Senior Scientist, Directorate of Forensic Sciences (DFSS),
highlighted the tools used in forensic examination which include the ‘write blockers’ for
retention of original date and time stamps; and various hardware and software tools used to
preview deleted or destroyed data along with live data. He explained the process of forensic
examination and underlined the efforts undertaken to address CSAM including the
establishment of National Cyber Forensic Laboratory (CFSL) at Hyderabad with a particular
emphasis on indexing and processing data relating to POCSO cases.

53. Shri Rajesh Kumar, CEQO, Indian Cyber Crime Coordination Centre (I4C),
MHA, highlighted the seven verticals of 14C for addressing cybercrimes, including CSAM.
These are, one, cybercrime threat analytic unit; two, national cybercrime reporting portal;
three, national cyber forensic lab for capacity building and forensic examination of evidence;
four, National Cyber Crime Training Centre; five, national portal for training investigation of
cybercrimes; six, coordination of MHA with LEAs in seven centres for addressing issues
relating to cyber-crimes; and seven, National Cybercrime Research and Innovation Centre.
He discussed the trends of reporting cybercrime cases pertaining to women and children on
the portal wherein he stated that a total of 2769 cases of videos involving R/GR content were
reported in the year 2022. He also highlighted the variation among states with respect to
registering FIRs that in turn requires capacity building and emphasized upon the need for
converging efforts and information to identify trends and habitual offenders.

54. Challenges/ Recommendations emanated from Technical Session V

i.  Challenges in forensic examination include limitation of tools, damaged device/
deleted data, owing to proprietary encryption, around 20-30 percent of data from
devices cannot be accessed without the permission of the respective electronic
companies that charge a sum of money for providing access to data.

ii.  Since it is a specialized crime, the forensic investigator & forensic examiner entrusted
with such cases must also be proficient to handle them. Their frequent shifting/
reshuffling will adversely affect the outcome.

iii.  For IP’s/ proxy servers located outside India, bilateral agreements/ treaties with
certain countries are required.

iv.  For re-construction of data, proprietary encryption & limitation of forensic tools, we
need to develop indigenous forensic tools as currently there is monopoly of certain
Original Equipment Manufacturers (OEMs).

v. It takes considerable time in receiving consent for CBI investigation from the
concerned State as there is no general consent for investigation by CBI by most of the
states.

vi.  Investigation of cases involving minor offenders has to be completed within 60 days
as per the JJ Act, failing which even the charge sheet cannot be instituted against
them. However, the cases involving online CSAM require examination of electronic
devices seized from the accused by the forensic experts which usually takes time.



vii.  Many of the cloud storage service providers do not have representatives in India,
which makes it difficult for the LEAs to obtain information from them.

viii.  Social Media Platforms based in foreign countries do not provide the certificate for
producing Digital Evidence of online content u/s 65B of the Indian Evidence Act and
the same lowers the evidentiary value of data obtained from the Internet. Also, no
representative of an ISP / Social Media Platforms ever comes to prove the content /
information in the court of law.

ix.  Owing to low circulation, newly created CSAM may not easily come up on a hash
search making it difficult to remove it.

x. Use of CSAM detection tools like Microsoft PhotoDNA to. However, it is not
available for use in the region. Specially designed web crawlers, like the ones used by
Kerala Police, can be used to identify CSAM in darknet.

xi.  Focus on setting industry standards to generate uniform and lawful data request
formats.

xii.  Develop national repositories of tools available for use by LEAs.

xiii.  Determination of the age of the victim from the video/ photograph available is a
challenge especially if the content has originated from another country as age of
sexual consent varies.

xiv.  The term ‘Child Pornography’ needs to be replaced with ‘child sexual exploitation
and abuse’. The terms ‘cyber grooming’ and ‘sexually explicit’ need to be defined.
‘Sexually explicit’ must also include images within its ambit.

xv.  Those who violate the mandatory reporting clause must be considered as abettors and
penalty to be increased.

xvi.  Issues related to Compliance of Section 41A of CrPC.

Valedictory Session

55. Shri Rajiv Jain, Hon’ble Member, NHRC, welcomed Shri Rajeev Chandrasekhar,
Hon’ble Minister of State for Electronics & IT and Skill Development & Entrepreneurship,
Mr. Justice Arun Mishra, Hon’ble Chairperson, NHRC, and other dignitaries and participants
of the Conference. He apprised the Minister of the proceedings of the Conference and
remarked that the deliberations were meaningful and the same would be compiled in the form
of recommendations to be submitted to the government.

56. Mr. Justice Arun Mishra, Hon’ble Chairperson, NHRC, while addressing the
valedictory session of the conference, gave his concluding remarks and summarised the
existing challenges in addressing CSAM which include inadequacy of infrastructure,
effective implementation of laws, identification of victims, etc., and reiterated the need for a
collaborative strategy of all stakeholders, awareness generation and adequate protection and
psychological support for victims to combat CSAM. He noted that online child sexual abuse
is a heinous crime and intermediaries cannot allow the proliferation of CSAM on their
platforms under the guise of freedom of speech and expression. He remarked that innovation
and technology is for the benefit of humankind and the same must not be used for self-
destruction. He urged everyone to go back to the Indian culture and philosophy that is based
on the protection of childhood.



57. Hon’ble Chairperson also stated that evolving technology has resulted in newer forms
of misuse of internet by offenders and prevention is the only mode of curbing online CSAM.
He underlined the need of making laws stringent to deal with the technological challenges
pertaining to misuse of technology. He further noted with concern that while the human rights
are uniform across the world, intermediaries are having different standards of compliance in
different countries. Lastly, he expressed his gratitude towards the Hon’ble Minister and other
dignitaries and participants for sparing their valuable time for the Conference.

58. Shri Rajeev Chandrasekhar, Hon’ble Minister of State for Electronics & IT and
Skill Development & Entrepreneurship, delivered the valedictory address wherein he
explained the importance of ensuring safety and happy childhood for every child in India. He
remarked that though the internet and technology are powers of the good, the same has also
been used as a space for thriving illegality, criminality and exploitation and expressed
concern about the increased proliferation of online CSAM which is completely undeterred by
any challenge of any law. He stated that intermediaries have escaped regulation and scrutiny
for several decades under the garb of innovation, freedom of expression and privacy. He
explained the vision of the Hon’ble Prime Minister of India of making the internet an open,
safe and trusted place for every Indian.

59. The Hon’ble Minister mentioned about the provisions of the IT Act, 2000 and the
Rules, 2021 that cast specific obligations on the intermediaries for addressing online
proliferation of CSAM and remarked that the government and the intermediaries have a joint
interest in making sure that the internet is safe, trusted and free from exploitation. He also
informed about the proposed Digital India Act that is being drafted to address the challenges
of the Internet in the present era. He also stated that proliferation of CSAM online is a
consequence of the exploitation that is happening outside the Internet and should also be
addressed. Lastly, he shed light on the new, emerging forms of CSAM in online gaming apps
and the need to address the same.

60. Smt. Anita Sinha, Joint Secretary, NHRC, delivered a vote of thanks at the end of
the two-day National Conference on Child Sexual Abuse Material (CSAM) and expressed
gratitude on behalf of the Commission to the Chief Guest and other dignitaries and
participants of the Conference. She summarized the important points mentioned by the
Hon’ble Minister in his address. She also placed on record her sincere thanks to Mr. Justice
Arun Kumar Mishra, Hon’ble Chairperson, NHRC and Dr. D. M. Mulay and Shri Rajiv Jain,
Hon’ble members, NHRC under whose able leadership and guidance the Conference was
successfully organized. Lastly, she thanked the various officers and officials for their
cooperation and contribution in the organization of the Conference. She ended by stating that
proliferation of CSAM has become a serious concern and hoped that the effort of the
Commission would benefit all the participants in ensuring rights and safety of children.
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